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Catholics celebrate Mass at Hong Kong's Catholic Cathedral with protective masks
Feb. 2, 2020. China has been accused of hacking Vatican computers as well as those
in the Diocese of Hong Kong and other Catholic organizations in May. (CNS/Francis
Wong)
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China has been accused of hacking Vatican computers as well as those in the
Diocese of Hong Kong and other Catholic organizations in May.

The hacking appears to be an attempt to gain an advantage in talks between the
Vatican and China, due to resume as early as this week, about a fresh deal on the
appointment of bishops.

U.S. data monitoring group Recorded Future and its Insikt Group used sophisticated
data analysis tools to uncover the cyber espionage, reported ucanews.com.

"From early May 2020, the Vatican and the Catholic Diocese of Hong Kong were
among several Catholic Church-related organizations that were targeted by
RedDelta, a Chinese-state sponsored threat activity group tracked by Insikt Group,"
the Recorded Future report stated.

"This series of suspected network intrusions also targeted the Hong Kong study
mission to China and the Pontifical Institute for Foreign Missions (PIME), Italy. These
organizations have not been publicly reported as targets of Chinese threat activity
groups prior to this campaign."

A landmark provisional Vatican-China agreement was signed in September 2018, the
culmination of efforts by Pope Francis and his predecessors, St. John Paul II and Pope
Benedict XVI, aimed at normalizing the appointment of bishops and bringing the
entire Catholic Church in China into communion with Rome.

While the details of the agreement remain secret, it is widely thought that the pope
has the final say over bishop candidates presented by Beijing. Ahead of the
candidate's nomination, informal talks are understood to be held between the two
sides, as has happened on and off in recent decades.

Talks on a new deal have been delayed by the coronavirus pandemic. The last talks
were in November 2019 before they were halted by Beijing, reports have said.
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The same reports said face-to-face discussions were set to resume before the end of
July in Rome, ucanews.com reported.

In a recent interview with an Italian television program, the Vatican's lead
negotiator, Archbishop Claudio Maria Celli, confirmed that the Holy See "wants to
continue with this step, it wants to go forward."

China's alleged actions would appear to fit in with Beijing's program of hacking the
communications devices of governments, businesses, charities and individuals
around the world in recent years. China has consistently — and usually vehemently
— denied all accusations of computer hacking, but investigations by data experts
and journalists continue to turn up evidence of Beijing's programs.

It is the first time the Vatican has been identified as a target of Chinese hackers.

"The suspected intrusion into the Vatican would offer RedDelta insight into the
negotiating position of the Holy See ahead of the deal's September 2020 renewal,"
the report said.

It added that targeting of the Hong Kong study mission and its Catholic diocese
could also "provide a valuable intelligence source for both monitoring the diocese's
relations with the Vatican and its position on Hong Kong's pro-democracy movement
amidst widespread protests and the recent sweeping Hong Kong national security
law."
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